NMHO®OPMALIMOHHAA NAMATKA
ANnA ObYYHAKOLWKNXCA AN1d PASMELLEHUNA
HA O®PULUMNAJIbHbIX MHTEPHET-PECYPCAX

C KaxabIlM roaoM MOJIOAEXN B MHTEPHETE CTAaHOBUTLCS 60MblUe, @ LWKOJIbHUKW OAHU
N3 caMblX aKTUBHbIX MoJib30BaTenien PyHeTa. Mexay TeEM, MOMMMO OFPOMHOIO KOJIMYECTBa
BO3MOXHOCTEN, MHTEpPHET HeceT M npobnembl. DTa namsiTka AO/HKHA MoMoyb Tebe
6e30nacHO HaxoaAMUTbCS B CETHU.

KomnbroTepHble BUPYCbI

KoMnblOTEPHbIN  BUMPYC - 3TO Pa3HOBMAHOCTb  KOMMbIOTEPHbLIX MpPOrpamm,
OT/INYUTENIbHOM OCOBEHHOCTbIO KOTOPOWM SIBASETCA CMOCOBHOCTb K pa3sMHOXeHuto. B
AOMOSIHEHNE K 3TOMY, BUPYCbl MOTyT MOBPEeAUTb UM MOAHOCTbIO YHUUTOXUTb BCE (hanbl
W [AaHHble, MOAKOHTPOJIbHbIE MNOSb30BaATENO, OT MMEHM KOTOporo 6bina 3anyueHa
3apaXKeHHas nporpaMMa, a TakKXe MNOBpPeAuTb WU AaXe YHUUTOXUTb OMNepauuoOHHYHO
cuctemy co Bcemm dannamm B LesioM. B 60AbLIMHCTBE CNy4YaeB pacrnpOCTpPaHSOTCH
BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aWnTbl OT BPeAOHOCHbIX MPOrpamMm:

1. Wcnonb3y COBpPEMEHHblE OMNepaunOHHblE CUCTEMbI, MMelLWNne Ccepbe3HbIn
YPOBEHb 3alunTbl OT BPEAOHOCHbIX NPOrpammM;

2. NMOoCTOSAHHO yCTaHaBnmMBal navyTn (undposBbie 3anaaTky, KOTopble aBTOMaTU4YeCKu
yCTaHaB/IMBAKOTCA C Uenblo A0paboTKM nporpaMMbl) U apyrme O6HOBMEHMS CBOew
onepaumoHHON cucTeMbl. CkaumBam nx TONbKO C oduumanbHoro camrta paspabotumnka OC.
Ecnun cyuwecTByeT pexum aBTOMaTnyeckoro o6HOBNEHUS, BKIOYMK €ro;

3. Pabotan Ha cBoeM KOMMblOTEpe Mo4 nMpaBaMu MNoOMb3oBaTens, a He
aAMWHUCTpaTopa. DTO He no3BOAMUT  OGONbLWIMHCTBY  BPEAOHOCHbLIX  MpOrpamm
MHCTaNIMPOBaTbCA Ha TBOEM MepCcOHaNlbHOM KOMMbOTEPE;

4. Ncnonb3yn aHTUBMPYCHblE MPOrpaMMHble NpoAYKTbl M3BECTHbIX Npou3BoAUTENEN,
C aBTOMaTM4yeckmMm obHoBeHMeM 6a3;

5. OrpaHunyb dum3mMyecknuin A0CTyN K KOMMbIOTEPY ANS NOCTOPOHHUX NuL;

6. cnonb3yin BHewWwHMe HocuTenun nHdopmaumnm, Takme Kak dnewka, guck naun dann
N3 MHTEepHeTa, TONIbKO N3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKkpbIBa KOMNbIOTEPHbIE alifbl, MONYyYEHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te ¢annbl, KOTOpble Npucnan TBOM 3HAKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsan
v oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He B1A nepeaauun AaHHbIX, He TEXHOJIOMUS, a BCero nuwb 6peHa, Mapka.
Ewe B 1991 roay HuaepnaHackass KoOMnaHus 3aperucrtpupoBana 6peng "WECA", uto
obo3Hauano cnosocoyvetaHme "Wireless Fidelity", KkoTopbll nepeBOANTCH  Kak
"6becnpoBoaHas TOYHOCTbL".



[Jo Hawero BpeMeHW gowna agpyras abbpesuaTtypa, KOTOpas SABMASIETCS TaKOM Xe
TexHonormen. 310 abbpeBunatypa "Wi-Fi". Takoe Ha3BaHue 6bI1I0 AaHO C HaMEKOM Ha
CTaHAapT BbICWIEN 3BYKOBOW TexHuMkuM Hi-Fi, 4yTo B nepeBoae o0O3Ha4daeT "BblCOKas
TOYHOCTB".

da, 6ecnnaTHbIl WHTEPHET-AOCTYN B Kade, oTensax W asponopTax sBNseTcs
OT/INYHON BO3MOXHOCTbIO BbIXOAA B WMHTEpHeT. HO MHOrme 3KCNepTbl CYMUTAKOT, 4TO
obwepnoctynHblie Wi-Fi ceTn He aBnsoTcsa 6e30nacHbIMU.

CoseTbl No 6e3onacHocTn paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepenaBain cBOKO NMYHY0 MHMOpMauno depeld obueanoctynHble Wi-Fi ceTu.
PaboTas B HMX, XenaTesibHO He BBOAMTb NapoaM AOCTYyNa, JIOMMHbI U Kakne-To HoMepa;

2. Ucnonb3yn n 06HOBAAN aHTUBUPYCHbIE NporpaMmbl n 6paHamayep. TeM cambiM Thbi
obe3onacuilb cebs OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu wncnonb3oBaHum Wi-Fi oTkntoum dyHkumto "O6wmii goctyn K dannam u
npuHTepam". [JaHHas @YHKUMA 3aKpbiTa NO YMOSYaHUIO, OAHAKO HeKoTopble
nosib30oBaTeNnu akKTMBUPYIOT ee Ansg yaobcTBa ncnonb3oBaHus B pabote unm yyebe;

4. He ncnonb3yn nybnnuynbin WI-FI ana nepegaym NMUHbIX AaHHbIX, HanpuMmep Ans
BbIX04A B COLMANbHbIE CETU UM B INEKTPOHHYIO MOYTY;

5. Micnonb3yi TONbKO 3aumleHHoe coeanHeHme yepes HTTPS, a He HTTP, T.e. npu
Habope Beb6-agpeca BBoaAn MMeHHO "https://";

6. B M™obunbHoM TenedoHe oOTKMOUM PyHKUMo "TloakntoyeHne Kk Wi-Fi
aBToMaTMyeckun". He gonyckar aBTOMaTnU4eCcKoro noAakyeHus ycTponctea Kk cetam Wi-
Fi 6e3 TBOEIrO cornacus.

CoumanbHble ceTn

CoumanbHble CeTU aKTUBHO BXOAAT B HAly XW3Hb, MHOIMe NtoAn paboTatoT M XUBYT
TaM NocTosHHO, a B Facebook yxe 3aperncrtpmpoBaH Munnvapa 4Yenosek, YTO SABNSETCH
OAHOM CeabMOM BCexX XuTenen nnaHeTbl. MHOrMe nosib3oBaTeNIM He MOHWUMAKOT, 4TO
nHdopMaums, pasMeleHHas WMMW B COUMANbHbIX CEeTSAX, MOXeT ObiTb HangeHa W
MCNonb30BaHa KeM yrogHo, B TOM yncne He ob6s3aTenbHO € 61armMm HaMepeHUs M.

OCHOBHble cOBeTbl N0 6€30NaCHOCTN B COLMalbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y T1eba B Apy3bsiX He AO/MKHO OblTb Cly4damHbIX U
HE3HaKOMbIX NIOAEN;

2. 3awman CBOK YacTHYIO XWU3Hb. He yka3sbiBan naponu, TenedoHbl, agpeca, Aaty
TBOEro PpOXAEHUS U  APYryK JIMYHYKO WHPOPMauMo.  3M0YMbIWAEHHUKM  MOryT
MCnonb3oBaThb Aaxe nHhopMaLmio 0 TOM, KaK Tbl U TBOM POAUTENN NJIAHUPYETE NPOBECTU
KaHUKYNbl;

3. 3awmuwan CBO penyTaumio - AepxXu ee B YACTOTe U 3aaaBan cebe Bonpoc: xoTten
6bl Tbl, YTOObI ApYyrne NoNb3oBaTENM BUAENN, YTO Tbl 3arpyxaews? MNogyman, npexae 4em
4yTO-TO ONyb6/IMKOBaTb, HaNUCaTb U 3arpy3unThb;

4. Ecnu Tbl rOBOPULLb C NIOAbMU, KOTOPbIX HE 3Haelb, He UCNOJb3YyN CBOE peanbHoe
UM N APYTYHO JINYHYO MHDOPMaUUK: UMS, MECTO XUTeNbCTBa, MECTo yyebbl n npoyee;

5. W3beran pa3meweHuns otorpacduii B WNHTepHeTe, rae Tbl M306pa)keH Ha
MECTHOCTM, NO KOTOPOM MOXHO OMnpeaenmTb TBOE MeCTOMNOI0XKEHNE;



6. Mpu pernucTtpaunmm B COUMANbHOM CETM HEObXOAMMO WMCMONb30BaTb CNOXHbIE
naponu, cocrosiime ns 6ykB u unudp U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. Ons couuanbHoOW CeTW, MOYTbl U ApYyrMx canWToB HeEO6XOAWMO MCMoJb30BaTb
pasHble naponu. Toraa ecnu Tebs B3/10MAlT, TO 3/I0YMbIWAEHHUKN MoaydaT AOCTyn
TONIbKO K O4HOMY MECTYy, @ HE BO BCe cpasy.

ONeKTPOHHbIe AeHbIU

DNEKTPOHHbIE AEHbIN - 3TO O4YeHb yAO0OHbI CNOCob nnaTexen, oaHaKO CyLLeCTBYOT
MOLIEHHWKWN, KOTOPbIE XOTAT NONYYUTb 3TN AEHbIU.

DNeKTPOHHbIE AeHbIrM NOABUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOIMMX
rocyaapcreBax A0 CMX MOP He NPONMCaHo NpPO HUX B 3aKOHaX.

B Poccum e OHM (DYHKUMOHMPYIOT M O HUX YXXe MpOMNMCaHO B 3aKOHe, rae ux
pa3fensiioT Ha HEeCKONbKO BMAOB - @aHOHMMHbIE U He aHOHWMHble. PasHuua B TOM, 4TO
AHOHMMHbIE - 3TO T€, B KOTOPbIX pa3pellaeTcs NpoBoAMTb onepauunn 6e3 naeHtudbukaumm
nonb3oBatens, a B HEAHOHWUMHbIX WAEHTUPUKAUMA  MONb3oBaTeNs  SABASETCS
obs3aTenbHON.

Takxe  cneayer  pasnuvyaTb  SNEKTPOHHble  dwuaTHble  AeHbrn  (paBHbI
rocyfapCTBEHHbIM  BankTaM) U 3NEKTPOHHble HeduaTHble AeHbrn (He paBHbI
rocyaapCTBEHHbIM BantoTaM).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe € 3N1EKTPOHHLIMU AEHbraMu:

1. MpuBsXKN K cHeTy MObUbHbIN TenedoH. DTo caMblr YAO6HbLIM N BbICTPbIN cnocob
BOCCTA@HOBMUTb AOCTYN K c4yeTy. [puBsA3aHHbIM TenedoH NOMOXET, ecnn 3abyaelwb CBOWM
naaTeXxHblA Naposb WM 3angellb Ha CaluT C HE3HAKOMOro YCTPOWCTBA;

2. Ncnonb3yin ogHopasoBble naponu. Nocne nepexoaa Ha yCUAEHHY aBTopu3aumio
Tebe yxxe He 6yaeT yrpoxaTb ONaCHOCTb KpaXu UK rnepexsata NaaTexXHoro napons;

3. Bblbepu cnoxHblin naponb. MNpectynHukam 6yaeTr He MpoCTO yradaTb COXHbIN
naponib. HagexHble nmaponu - 3TO Naposin, KOTOpble coaepXaT He MeHee 8 3HaKOoB WU
BKJIIOYAIOT B cebs CTpOYHbIE N NPOMNUCHbIE 6YKBbI, LN(PbI N HECKOIbKO CMMBOJIOB, Takue
Kak 3HaK gonnapa, yHTa, BOCKAMUATENbHbIA 3HaK U T.N. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NIMYHbIE AAaHHbIE HA CalTaX, KOTOPbIM He AOBepseLlb.

AneKTpoHHas no4rta

DNeKTPOHHas NoYTa - 3TO TEXHONOrMS N NpeaoCTaB/IsieMble el YCyrm No nepecbiike
M NONYYEHUID 3NIEKTPOHHbIX COO6LEHMI, KOTOpble pacnpeaensitoTCs B KOMMbOTEPHOMN
ceTn. OO6bIYHO 2NEKTPOHHbIA MNOYTOBbIN AWMK BbIFNSAUT cnegylowmm  obpasom:
UMSA_Nonb30oBaTena@uMsa_aoMeHa. Takxe KpoMe nepefayvn NnpocToro TekCTa, UMMeeTcs
BO3MOXHOCTb NepeaasaTtb anbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C INEKTPOHHON NMOYTON:

1. Hago BbibpaTb MpaBuibHbIA MOYTOBbLIM CepBUC. B MHTepHeTe eCcTb OrpoOMHbIN
BblI6Op H6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO /yylle AOBEPATb TEM, KOro 3Haellb U
KTO NMepBbl B PENTUHIE;



2. He yka3sbiBan B IMYHOWN NoO4YTE INYHYIO MHPOpMauuto. HanpumMep, nydwe BbibpaTtb
"My3blkanbHbI_daHaTt@" nnm "pok2013" BmecTo "Temal3";

3. Wcnonb3yin AByX3TanHyk aBTopm3auuio. DTO KOrda MNOMMMO Mapofs HYXHO
BBOAMTb KOA, NpUCbIJIaeMbI No SMS;

4. Bbibepun CnoXHbIM Naponb. AN KaXaoro No4YTtoBOro silMkKa AOo/KeH 6biTb CBOM
HaAeXHbI, YCTOMYUBBIA K B3/IOMY Napoib;

5. Ecnm ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW JIMYHbIA BOMPOC, UCMOMb3YN 3Ty
BO3MOXHOCTb;

6. Mcnonb3yn HeCcKONbKO MOYTOBbLIX ALWWMKOB. [NepBbl ANA YAaCcTHOM MNepennuckun ¢
aapecaTaMn, KOTOpbIM Tbl AOBepsielwb. DTO 3/1€KTPOHHbLIA agpec He HAZO MCNONb30BaTb
npu perncrtpaumm Ha popyMmax n canrtax;

7. He oTkpbiBai daiinbl 1 Apyrve BAOXKEHMSA B NMMCbMaXx, AaXKe eC/In OHWM NPULLAN OT
TBOMX Apy3en. Jlyywe yTOUHW Y HUX, OTNpPaBAsan N oHn Tebe aTn dainbl;

8. Mocne okoH4yaHua paboTbl Ha NOYTOBOM CepBMCE Nnepen 3aKpbITUEM BKIaAKU C
CanToM He 3abyab HaxaTb Ha "BbinTn".

KnbepObynnuHr nunu BupTtyanbHoe nsaeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHue coOObLWEHUSMU, COAEPXKALWMMKM OCKopbneHus,
arpeccuto, 3anyrmBaHue; XyJUraHcTBO; coumanbHoe 60MKOTUpPOBaHME C MOMOLLbLO
Pa3/INYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ KNbepbynNNHIOM:

1. He 6pocaiica B 60i. Jlydwmii cnocob: nocoBeToBaTbCA Kak cebsa BeCcTun U, ecnm
HET TOro, K KOMY MOXHO 06paTuTbCs, TO BHadane ycrnokouTbCsa. ECnn Tbl HayHewb
oTBe4yaTb OckopbsieHMsIMM Ha ockopbneHusi, ToO TO/AbKO euwe 60nblue pas3oXxiKellb
KOHMINKT;

2. YnpaBnsn ceoen knbeppenyTtaumnen;

3. AHOHMMHOCTb B CeTU MHMMas. CywecTBylT cnocobbl BbISCHUTb, KTO CTOUT 3a
AQHOHMMHbIM aKKayHTOM;

4. He CTOUT BECTM XynuraHckmii obpas BUpTyanbHOM XU3HWU. NHTepHeT dukcmpyeTt
BCE TBOW AENCTBUS U COXPAHSAET UX. YAAnuTb UX 6yaeT KpanHe 3aTpyAHUTENbHO;

5. Cobntopan cBOK BUPTYasibHYIO YeCTb CMOMIOAY;

6. UrHopupyn eavHuyHbIM HeratmB. OaHOpa3oBble OCKOpbUTENbHble COObLeHns
nyduwe nrHopmpoBaTb. Ob6bIYHO arpeccus npekpalwiaeTcs Ha HavyanbHOM cTaauu;

7. BbaH arpeccopa. B nporpamMmMax o6MeHa MrHOBEHHbIMW COO6LEHNSAMUN, B
COuManbHbIX CeTAX eCTb BO3MOXHOCTb 610KMPOBKM OTNpaBkKM  cooblieHun C
onpeneneHHbIX aapecos;

8. Ecnn Tl cBugetenb kubepbynnaunHra. TBou AeNCTBMSA: BbICTYNMUTb MNPOTUB
npecnenosaresns, NokasaTb €My, YTO ero AeNCTBUSA OLLeHMBAIOTCSA HEraTMBHO, NoaaepXaTb
XKEepTBY, KOTOPOM HYyXHa MNCUXonormyeckas mnoMoLWb, COObWNTb B3poCibiIM O dakTe
arpeccMBHOro NoOBeAEHUS B CETHU.

MoOunbHbIN TenedoH



CoBpeMeHHble cMapTdOHbl M nNAaHWeTbl cogepxaT B cebe BMoAHe B3pOCNbIf
dyHKUMOHAN, U Tenepb OHM MOryT KOHKYPWUPOBaTb CO CTaLMOHAPHbLIMM KOMMbIOTEpaMu.
OaHako, cpencTs 3awWuThl 4ns8 No406HbIX YCTPONCTB MOKa OYeHb Maso. TeCTupoBaHue U
NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAMT He TaK MHTeHCMBHO, Kak anda MK, To xe camoe
KacaeTcsi U MOBUbHbBIX MPUNTOXEHUN,

CoBpeMeHHble MO6wunbHble 6pay3epbl yXe NpaKTUYeCKM [OrHann HacTosibHble
aHanorn, oAHaKo pacwupeHue (yHKUMOHaNa BfeYeT 3a coboi 60MblUY0 CNOXHOCTb U
MEHbLUYI0 3aLlMLLEHHOCTD.

[Janeko He BCe MNpoOM3BOAUTENM BbIMyCKalT O06HOBNEHUSs, 3aKpbiBatolwme
KpUTUYecKne ysa3aBuMoCTM AN CBOMX YCTPOMCTB.

OcCHOBHbIe COBEThLI A1 6e30NacHOCTM MObunbHOro TenedoHa:

Hunyero He sBnaeTca no-HactosiweMy 6ecnnaTtHbiM. ByAb OCTOpOXeH, BeAb Koraa
Tebe npepnaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObiTb CKPbITbl KaKMe-TO MjaaTHbIe
ycnyru;

Oymain, npexae 4yem oTnpaButb SMS, GOTO MM BUAEO. Thbl TOYHO 3HAELb, IAe OHMU
6yayT B KOHEYHOM utore?

HeobxoaMMo 06HOBMATL ONEpauMOHHYI0 CUCTEMY TBOEro cCMapTdoHa;

Mcnonb3yin aHTUBMPYCHbIE NPOrpaMMbl AN MOBUIbHBIX TeedOHOB;

He 3arpy>an NpuioXeHust OT HEM3BECTHOIo NCTOYHMKA, BE€4Ab OHUM MOryT coAepXaTb
BpPeAOHOCHOE NMporpamMMHoe obecnevyeHume;

lMocne TOro kKak Tbl Bbl4ewb C CalTa, rae BBOAMA ANYHYO MHMOpMauUKMo, 3ainan B
HacTporkn 6paysepa n yaanu cookies;

Mepunoanyeckn nNpoBepsai, Kakne nnaTHble yCnyrm akTMBMpPOBaHbl HA TBOEM HOMepeE;

Jasan cBon HoMmep MobunbHOro TenedoHa ToNbKO NOASM, KOTOPbIX Tbl 3HaelWb U
KOMYy AoBepsielb;

Bluetooth gonxeH 6bITb BbIK/AKOYEH, KOrda Tbl MM He MNonb3yewbcsd. He 3abbiBai
nHorga npoBepsTb 3TO.

Online urpbl

CoBpeMeHHble OHMAMH-Urpbl - 3TO KpacO4Hble, 3axBaTbiBalolWMe pasBieyeHus,
obbeanHAWNE COTHU ThICAY YenoBeK No BceMy Mupy. Urpokun nccneayoT AaHHbIA UM
Mup, obuwarTca Apyr C APYroM, BbIMOAHAKT 3a4aHWsl, CpPaxakTCsd C MOHCTpaMu W
NOMy4atoT ONbIT. 3@ YAOBOAbCTBME OHWM NNATAT: NOKYNakT AUCK, ONJa4ynBatoT aboHeMeHT
nnn NpuobpeTatoT Kakme-To onuuu.

Bce aTM cpeactBa vAyT Ha noadep)XaHuve M pasBUTME UMpbl, @ TakXe Ha camy
6e30NaCcHOCTb: COBEPLUEHCTBYIOTCSA CUCTEMbI aBTOpU3aLMK, BbiMyCKAKOTCA HOBble NaTym
(umdpoBbie 3annaTku 4Ns8 NporpaMmMm), 3aKpbiBalOTCSA YS3BUMOCTU CEPBEPOB.

B noao6HbIX Mrpax CToOMT onacaTbCs HE CTONIbKO CBOMX COMEPHMKOB, CKOJIbKO KpaXu
TBOEro naponsi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTopu3auum 60NbLWNHCTBA UTP.

OCHOBHble cOBeTbl N0 6€30NacCHOCTN TBOEro UIPOBOr0 aKKayHTa:

1. Ecnn ppyron urpok BegeTr cebsa nnoxo unu cosgaet Tebe HenpuaTHOCTH,
3ab10KMpyI ero B CNUCKe UIPOKOB;



2. Toxanynca aaMUHUCTpATopaM Wrpbl Ha MJoOxXoe MoBeAeHUe 3TOro MUrpoka,
XenaTtenbHO NMPUIoXNTb Kakne-To AoKa3aTeNnbCTBa B BUAE CKPUHOB;

3. He yka3sbiBal 1M4HYy0 MHpopMaLmio B npodaine mrpsbl;

4. YBaxaun ApYyrnx y4acTHUKOB NO Urpe;

5. He yctaHaBnueamn HeoduumanbHble NaT4Yn U MOAbI;

6. lcnonb3yn CNoXHble U pa3Hble Naponu;

7. daxe BO BpeM$ Urpbl He CTOUT OTKJKOYaTb aHTMBMPYC. oka Tbl Urpaellb, TBOMU
KOMMbIOTEP MOrYyT 3apasuTb.

DULIKHT unm KpaXxa NMNYHbIX gaHHbIX

O6bl4YHON KpaXkeh AeHer U AOKYMEHTOB CErofHsl yXe HMKOro He yaAuMBULb, HO C
Pa3BUTUEM WHTEPHET-TEXHONOMMIA 3N0YMbIWIEHHUKN MNEepeMeCcTUINCb B MHTEPHET, WU
NpoAo/IKAT 3aHMMaTbCs "NobMMbIM" Aenom.

Tak nosiBunacb HoBas yrposa: WHTEepPHEeT-MOWEHHMYeCTBa WKW (ULWIKWHI, rnaBHas
uesb KOTOPOro COCTOUT B MOAYYEHUM KOHMDUAEHUMANbHbIX AAHHbIX MoNb30oBaTenem -
JIOrMHOB M naponen. Ha aHrnuinckom asbike phishing untaetcsa kak ¢ouwuHr (ot fishing -
pblbHas noens, password - Naponb).

OcHoOBHble coBeTbl Mo 6opbbe ¢ PULWNHIOM:

1. Cnean 3a CBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, 4YTO TBOS aHkeTa 6blna
B3/I0MaHa, To Heob6xoanMo 3abnoKnMpoBaTh ee U coobwmTb aAMUHNCTPaToOpaM pecypca 06
3TOM KaK MOXHO CKopee;

2. WNcnonb3yn 6e3onacHble Be6-CalTbl, B TOM 4WUCNE, WHTEPHET-MarasmHOB WU
NMOUCKOBbIX CUCTEM;

3. Ncnonb3yi cnoxHble 1 pasHble naponu. Takmm obpasomMm, ecnn Tebs B3NOMalOT, TO
3M10YMbILWNEHHMKN NoNyYaT AOCTYN TOMbKO K OAHOMY TBOEMY Npoduaio B CETU, @ HE KO
BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOMX 3HAKOMBbIX,
KoTopble gobaBneHbl y Tebs B Apy3bsiX, 0 TOM, YTO Tebs B3noOManm u, BO3MOXHO, OT TBOEro
nmeHn 6yaeT paccblnaTbCs Cnam U CCbISIKN Ha DULLMHIOBbIE CalAThI;

5. YctaHoBu HagexHbih naponb (PIN) Ha MO6UNbHbIN TenedoH;

6. OTKNIOUYM coxpaHeHue napons B 6pay3epe;

7. He oTkpbiBan dannbl n agpyrue BAOXeEHUS B NUCbMax, AaXKe eCN OHU NPULLIIN OT
TBOUX ApYy3eW. Jlyule yTOYHU Y HUX, OTNPaBasaau nu oHu tebe 3Tu dannbl.

LincppoBas penyrauus

UndpoBas penytaumsa - 3TO HeraTMBHas WM NO3UTUBHasA MHdoOpMaums B CETU O
Tebe. KomnpomeTupyowas nHpopmaums, pasMelleHHas B MHTEPHETE, MOXET Cepbe3HbIM
06pa3oM OTpasuUTbCs Ha TBOEW peanbHOM Xu3Hu. "Uudposas penytaumsa” - 3TO TBOM
UMUAX, KOTOpbIN popMupyeTtcs n3 nHdpopmaumm o tebe B UHTEpHeETE.

TBOE MEeCTO XuTenbcTBa, y4yebbl, TBoe duMHaAHCOBOE MofoXeHne, 0cobeHHOCTU
XapakTepa U pacckasbl 0 61M3KNX - BCE 3TO HaKanJMBaeTCs B CETU.



MHorme NnoApOCTKM JIEFKOMbIC/IEHHO OTHOCATCS K Ny6/nkaumMm nnMyHom nHdopmaumm
B MIHTepHeTe, He NOHMMasa BO3MOXHbIX MOCAeACTBUMA. Thl AaXke He CMOXelb AoragaTbcs
0 TOM, 4YTO doTorpacdusa, pa3MelleHHas 5 neTt Hasan, Ctana NPUYMHOM OTKa3a MPUHATb
Tebs Ha paboTy.

KoMMeHTapun, pasMelleHne TBoux doTorpaduii n apyrme AeNCTBUS MOMYyT He
MCYE3HYTb Aaxe Mnocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaeWb, KTO COXPaHWi 3Ty
nHdopMaumo, nonasaa i OHa B MOMCKOBbIE CUCTEMbI M COXPaHWIaCb /I OHA, a raBHoe:
4yTO noayMmakT O Tebe oOKpyxawwue NKOAW, KOTOpble HaWAyT M yBUAAT 3TO. Hantum
nHMOpPMaLMI0 MHOIro NeT CNycTst CMOXeT Ntobon - Kak n3 aobpbix nNobyxaeHui, Tak un C
HaMepeHMeM NPUYNHNTL Bpea. DTO MOXET ObiTb KTO YrogHo.

OCHOBHbIe COBEThbI MO 3aluTe UNMdpPOBON penyTauunn:

1. Moayman, npexae 4eM 4YTO-TO Nyb6AMKOBaTb M nepenaBaTb y cebs B 6nore nnun B
couunanbHOM ceTu;

2. B HacTpolikax npoduas yCTaHOBW OrpaHMYEeHUss Ha NPOCMOTpP TBOEro npodunsa u
ero coaepXxumoro, caenamn ero Tonbko "ans apysen”;

3. He pa3smewain un He ykasbiBah MHDOPMaAUUIO, KOTOpass MOXET Koro-nmbo
ockopbnatb unun obuxaTtb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKOAbHUKM - aKTUBHble Mnosib3oBaTteny umMdpoBOro NpoCTpaHCTBA.
OpHako fganeko He BCe 3HAMOT, YTO MOJIb30BaHWME MHOIMMMW BO3MOXHOCTSIMU LMMPOBOro
Mupa TpebyeTt cobntoaeHmsa NpaB Ha UHTENNEKTYyaslbHY0 COBCTBEHHOCTb.

TepMUH "nHTennekTyanbHass CO6CTBEHHOCTb" OTHOCUTCS K PasfiMyHbIM TBOPEHMUSM
yesioBeYEeCKOro yMa, HauymHass C HOBbIX M306peTeHMin M 3HakoB, 0603Hadatowmx
CO6CTBEHHOCTb Ha MpPOAYKTbl M YyCAyru, W 3akaHymBas KHuramu, doTtorpadpumsamu,
KMHOMDUIBbMaMN U My3blKaslbHbIMW NPOU3BEAEHUSMW.

ABTOpCKME npaBa - 3TO MNpaBa Ha MWHTENNIeKTyasllbHYyl0 COBCTBEHHOCTb Ha
npomn3BeAeHnss HAYKW, nuTepaTypbl M NCKyCcCTBa. ABTOPCKME NpaBa BbICTYNalOT B KayecTBe
rapaHTUM TOro, YTO UHTENNEeKTYya bHbIN/TBOPYECKUI Tpy aBTopa He 6yaeT HanpacHbIM,
AACT eMy chnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pe3yfnbTaTax CBOero Tpyaa,
NOMy4YnTb W3BECTHOCTb W nNpu3HaHue. HWKTO 6e3 pa3speleHus aBTOpa He MOXeT
BOCMPOM3BOAUTL €ero npou3BeAeHue, pacnpocTpaHaTb, MNy6AMYHO AEeMOHCTPUPOBATH,
npoaasaTb, MMMOPTUPOBATD, nyckaTtb B npokar, ny6anyHo NCMNOMHATD,
NOKa3blBaTb/UCNOMHATL B 3duMpe nnum pasmewwatb B MHTepHeTe.

Mcnonb3oBaHne "nupaTtckoro" nporpaMMHOro obecneyeHUss MOXET MPUBECTU K
MHOrMMM puUCKaM: OT NOTEepWM JAaHHbIX K TBOMM aKKayHTaM A0 O6/10KMPOBKWM TBOEro
YyCTPOWCTBa, rae yCTaHoB/eHa HenerasbHaa nporpamMMa. He cTouT Takxe 3abbiBaTb, YTO
CYLLEeCTBYIOT NneranbHble U 6ecnnaTHble NporpaMMbl, KOTOPblEe MOXHO HalTK B CETU.

O noprane

CETeBMl—IOK.pd) - TBOW rNaBHbIA COBETUMK B CETU. 3AECb Tbl MOXELlb Y3HaTb O
6e30MacHOCTM B CETU MNOHATHbIM U AOCTYMNHbIM 43bIKOM, a nNpu BO3HUKHOBEHUN



KPUTUYECKOM CUTyaLMn 06paTUTbCS 3@ COBETOM. A TakXe MPUHATb y4acTue B KOHKYypcax
M CTaTb CaMbIM LMGPOBLIM FpaXxagaHMHOM!



